Minutes

COMPLIANCE, AUDIT, AND RISK COMMITTEE
Torgerson Hall, Room 2100
April 8, 2024
9:30 am

Closed Session

Committee Members Present: Dave Calhoun (chair), Carrie Chenery, Nancy
Dye, Tish Long, Chris Petersen, Jeff Veatch

Other Board Members Present: Ed Baine (Rector), Sandy Davis, Greta Harris,
John Rocovich

Virginia Tech Personnel: Whit Babcock, Cyril Clarke, Suzanne Griffin, Rebecca
Halsey, Ryan Hamilton, Randy Heflin, Kay Heidbreder, Sharon Kurek, Ken Miller,
Justin Noble, Kim O’Rourke, Sharon Pitt, Timothy Sands, Amy Sebring

Motion to Begin Closed Session: Committee member Jeff Veatch moved to
begin closed session at 9:30am.

Update on Fraud, Waste, and Abuse Cases: The Committee received an update
on outstanding fraud, waste, and abuse cases.

Internal Audit Reports: The following confidential internal audit reports were
issued by the Office of Audit, Risk, and Compliance (OARC) since the November
board meeting. Where applicable, management developed action plans to
effectively address the issues in the report with a reasonable implementation
timeframe. OARC conducts follow-up on management’s implementation of agreed
upon improvements for previously issued audit recommendations.

a. Agricultural Research and Extension Centers: The audit received a rating of
improvements are recommended. Low priority recommendations of a less
significant nature were noting regarding sponsored research, wage payroll,
expenditures, fixed asset management, and information technology.



b. College of Veterinary Medicine Policy Compliance Review: The audit received
a rating of improvements are recommended. Audit recommendations were
issued to management where opportunities for further improvement were noted
in the areas of fiscal responsibility, leave reporting, P-14 appointments,
expenditures, fixed assets management, information technology, and state
vehicle management.

c. IT Policy Compliance Reviews: This engagement was a focused review
regarding a standard set of IT compliance requirements that was not conducted
last year during the university’s risk assessment and classification activities.
Both University Advancement and the Innovation Campus were assessed as
improvements are recommended while Athletics was assessed as unreliable.

Discussion on Legal Compliance Risk: The Committee discussed legal and
compliance risks related to an investigation.

Discussion with the Chief Audit Executive: The Chief Audit Executive
discussed employee performance and evaluation of performance of departments
or schools of public institutions of higher education where such evaluation involved
discussion of the performance of specific individuals.

Discussion with the Vice President for Audit, Risk, and Compliance and
Chief Risk Officer: The Vice President discussed employee performance and
evaluation of performance of departments or schools of public institutions of higher
education where such evaluation involved discussion of the performance of
specific individuals.

Motion to End Closed Session: Committee member Carrie Chenery moved to
end closed session at 10:58am.



Open Session

Committee Members Present: Dave Calhoun (chair), Carrie Chenery, Nancy
Dye, Tish Long, Chris Petersen, Jeff Veatch

Other Board Members Present: Ed Baine (Rector), Sandy Davis, Greta Harris,
John Rocovich, Janice Austin, LaTawnya Burleson, Will Storey, Emily Tirrell

Virginia Tech Personnel: Lynsay Belshe, Eric Brooks, Brock Burroughs, Cyril
Clarke, Al Cooper, Corey Earles, Juan Espinoza, Ron Fricker, Clifton Gaines,
Suzanne Giriffin, Chelsea Haines, Rebecca Halsey, Ryan Hamilton, Kay
Heidbreder, Tim Hodge, Frances Keene, Sharon Kurek, Lu Liu, Nancy Meacham,
Ken Miller, Justin Noble, Kim O’Rourke, Mark Owczarski, Sharon Pitt, Timothy
Sands, Amy Sebring, Brennan Shepard, Ken Smith, Aimée Surprenant, Rob Viers,
Tracy Vosburgh, Michael Walsh, Melinda West

Guests: Kiera Schneiderman

Welcome and Acceptance of Agenda: The chair of the Compliance, Audit, and
Risk Committee provided opening remarks and asked for acceptance of the Open
Session agenda.

Consent Agenda: The Committee considered and approved the items listed on
the Consent Agenda.

a. Minutes from the November 5, 2023 Meeting: The Committee reviewed
and approved the minutes of the November 5, 2023 meeting.

b. Update of Responses to Open Internal Audit Comments: The
Committee reviewed the university’s update of responses to all previously
issued internal audit reports. As of September 30, 2023, the university had
13 open recommendations. One audit comment was issued during the
second quarter of the fiscal year. As of December 31, 2023, the university
had addressed three comments, leaving 11 open recommendations in
progress.

c. Audit Plan Status Report: The committee reviewed the Audit Plan Status
Report. The Office of Audit, Risk, and Compliance (OARC) has completed
39 percent of its audit plan, and 81 percent is underway, in accordance with
the fiscal year 2023-24 annual audit plan.



d. Internal Audit Reports: The following internal audit reports were issued
by OARC since the November 5, 2023 meeting. Where applicable,
management developed action plans to effectively address the issues in the
report with a reasonable implementation timeframe. As noted above,
OARC conducts follow-up on management’s implementation of agreed
upon improvements for previously issued audit recommendations.

i. Commonwealth Cyber Initiative: The audit received a rating of
improvements are recommended. An observation was noted
regarding reporting requirements related to seed grants.

i. Controller's Office: Fixed Assets: The audit received an effective
rating. A low-priority recommendation was noted regarding unclear
procedure language related to final reports issued to departments.

iii. Data Analytics: Sponsored Equipment Purchases: The audit
received a rating of improvements are recommended. An
observation was noted regarding purchases that occurred near or
after the award expiration.

iv.  Facilities Management: The audit received a rating of improvements
are recommended. An observation was noted regarding the Division
of Student Affairs (DSA) warehouse inventory management. An
additional low priority recommendation of a less significant nature
was noted regarding DSA warehouse security.

e. Auditor of Public Accounts Financial Statement Audit: The Committee
received a report on the Auditor of Public Accounts (APA) audit of the
university’s financial statements for the fiscal year ended June 30, 2023.
During the audit, the APA found the financial statements were presented
fairly in all material respects, and there were no internal control findings
requiring management’s attention.

Financial Resource Management: The Committee received a presentation on
the university’s financial resource management related to financial and liquidity risk
management.

Internal Audit Reports: The following internal audit reports were issued by OARC
since the November 5, 2023 meeting. Where applicable, management developed
action plans to effectively address the issues in the report with a reasonable



implementation timeframe. As noted above, OARC conducts follow-up on
management’s implementation of agreed upon improvements for previously
issued audit recommendations.

a. Gramm-Leach-Bliley Act Compliance: The audit received a rating of
improvements are recommended. An observation was noted regarding third-
party service provider management for GLBA compliance. A low priority
recommendation of a less significant nature was noted regarding security
awareness training.

b. Strategic Enrollment Reporting: The audit received an effective rating.

Discussion of Future Topics: Mr. Dave Calhoun requested topics to be covered
in future meetings from the Committee and adjourned the meeting at 11:45 a.m.



Closed Session Agenda

COMPLIANCE, AUDIT, AND RISK COMMITTEE

Torgersen Board Room, Room 2100

April 8, 2024
9:30 a.m.

Agenda Iltem

. Motion to Begin Closed Session

. Update on Fraud, Waste, and Abuse Cases

Internal Audit Reports

a. Agricultural Research and Extension Centers

b. College of Veterinary Medicine Policy
Compliance Review

c. IT Policy Compliance Reviews

. Discussion on Legal Compliance Risk

. Discussion with the Chief Audit Executive

. Discussion with the Vice President for Audit, Risk, and

Compliance & Chief Risk Officer

. Motion to End Closed Session

Reporting
Responsibility

Committee Member

Ryan Hamilton
Sharon Kurek

Justin Noble

Kay Heidbreder
Suzanne Giriffin

Justin Noble

Sharon Kurek

Committee Member



Open Session Agenda

COMPLIANCE, AUDIT, AND RISK COMMITTEE

Torgersen Board Room, Room 2100

April 8, 2024
10:30 a.m.
Reporting
Agenda Item Responsibility
1.  Welcome and Acceptance of Agenda David Calhoun
2. Consent Agenda David Calhoun
a. Minutes from the November 5, 2023 Meeting
b. Update of Responses to Open Internal Audit
Comments
c. Audit Plan Status Report
d. Internal Audit Reports
i. ~Commonwealth Cyber Initiative
i. Controller's Office: Fixed Assets
iii. Data Analytics: Sponsored Equipment
Purchases
iv.  Facilities Management
e. Auditor of Public Accounts Financial Statement
Audit
# 3. Enterprise Risk Discussion: Financial Resource Ken Miller
Management Tim Hodge
4. Internal Audit Reports Justin Noble
a. Gramm-Leach-Bliley Act Compliance
b. Strategic Enrollment Reporting
5. Discussion of Future Topics David Calhoun

# Discusses Enterprise Risk Management topic(s).



Welcome and Acceptance of Agenda
COMPLIANCE, AUDIT, AND RISK COMMITTEE
April 8, 2024

The Chair of the Compliance, Audit, and Risk Committee
will offer welcoming remarks

and ask for acceptance of the Open Session agenda.

1 Presentation Date: April 8, 2024



Consent Agenda
COMPLIANCE, AUDIT, AND RISK COMMITTEE
April 8, 2024

The Committee will consider for approval and acceptance the items listed on the
Consent Agenda.

Minutes from the November 5, 2023 Meeting

Update of Responses to Open Internal Audit Comments
Audit Plan Status Report

Internal Audit Reports

a0 o

i. ~ Commonwealth Cyber Initiative
i. Controller's Office: Fixed Assets
iii. Data Analytics: Sponsored Equipment Purchases
iv. Facilities Management
e. Auditor of Public Accounts Financial Statement Audit

1 Presentation Date: April 8, 2024



Update of Responses to Open Internal Audit Comments
COMPLIANCE, AUDIT, AND RISK COMMITTEE

December 31, 2023

As part of the internal audit process, university management participates in the opening and closing
conferences and receives copies of all final audit reports. The audited units are responsible for
implementing action plans by the agreed upon implementation dates, and management is responsible
for ongoing oversight and monitoring of progress to ensure solutions are implemented without
unnecessary delays. Management supports units as necessary when assistance is needed to complete
an action plan. As units progress toward completion of an action plan, the Office of Audit, Risk, and
Compliance (OARC) performs a follow-up visit within two weeks after the target implementation date.
OARC is responsible for conducting independent follow up testing to verify mitigation of the risks identified
in the recommendation and formally close the recommendation. As part of management’s oversight and
monitoring responsibility, this report is provided to update the Compliance, Audit, and Risk Committee on
the status of outstanding recommendations. Management reviews and assesses recommendations with
university-wide implications and shares the recommendations with responsible administrative
departments for process improvements, additions or clarification of university policy, and inclusion in
training programs and campus communications. Management continues to emphasize the prompt
completion of action plans.

The report includes outstanding recommendations from compliance reviews and audit reports.
Consistent with the report presented at the November Board meeting, the report of open
recommendations includes three attachments:

e Attachment A summarizes each audit in order of final report date with extended and on-schedule
open recommendations.

e Attachment B details all open medium and high priority recommendations for each audit in order
of the original target completion date, and with an explanation for those having revised target
dates or revised priority levels.

e Attachment C charts performance in implementing recommendations on schedule over the last
seven years. The 100 percent on-schedule rate for fiscal year 2024 reflects closing 9 of 9
recommendations by the original target date.

The report presented at the November 5, 2023 meeting covered audit reports reviewed and accepted
through September 30, 2023 and included 13 open medium and high priority recommendations. Activity
for the quarter ending December 31, 2023 resulted in the following:

Open recommendations as of Sept 30, 2023 13
Add: medium and high priority recommendations accepted Nov 5, 2023 1
Subtract: recommendations addressed since Sept 30, 2023 3
Remaining open recommendations as of Dec 31, 2023 11

While this report is prepared as of the end of the quarter, management continues to receive updates from
OARC regarding auditee progress on action plans. Through March 22, 2024, OARC has closed four of
the 11 remaining open medium and high priority recommendations. All other remaining open
recommendations are progressing as expected and are on track to meet their respective target dates.
Management continues to work conjointly with all units and provides assistance as needed to help with
timely completion of action plans.

1 Presentation Date: April 8, 2024



ATTACHMENT A
Open Recommendations by Priority Level
COMPLIANCE, AUDIT, AND RISK COMMITTEE

December 31, 2023

Total Recommendations

ISSUED COMPLETED OPEN
Report Date Audit Name Audit Number
Extended On-schedule Total
High | Medium High Medium Open
Feb 28, 2023 | IT: Advanced Research Computing 23-1638 1 - - - - 1 1
Feb 28, 2023 | College of Engineering 23-1651 1 - - - - 1 1
Mar 03, 2023 | Licensing and Trademarks 23-1641 1 - - - - 1 1
May 19, 2023 | Athletics 23-1650 3 1 - - 1 1 2
Jun 28, 2023 Col!ege of Natural Resources and 231627 9 ) ) ) i 5 5
Environment
Jul 06, 2023 | Human Resources Administration 23-1637 4 1 - - 2 1 3
Oct 20, 2023 | Virginia Tech Electric Service 23-1649 1 - - - - 1 1
Totals: 13 2 - - 3 8 1

2 Presentation Date: April 8, 2024




ATTACHMENT B
Open Audit Recommendations
COMPLIANCE, AUDIT, AND RISK COMMITTEE

December 31, 2023

Priority Target Date Follow
Report Date |ltem| Audit Audit Name Recommendation Name Original | Revised Original Revised / Up | status of Recommendations with Revised
Number Current | Status Priority / Target Dates

College of Natural Resources and . .
Jun 28,2023 1 | 23-1627 . Lab Safety Training Medium Jan 31, 2024 1

Environment
Jun 28,2023 | 2 | 23-1627 |COlIege of Natural Resources and Labor Cost Transfers Medium Jan 31, 2024 1

Environment
May 19, 2023| 3 | 23-1650 [Athletics Leave Reporting Medium Jan 31, 2024 1
Feb 28,2023 | 4 |23-1638 |IT: Advanced Research Computing | C/|Ster Security and Medium Mar 01, 2024 1

Management
Mar 03,2023 | 5 | 23-1641 [Licensing and Trademarks Monitoring Royalty Payments | Medium Apr 01, 2024 2
Jul 06,2023 | 6 | 23-1637 [Human Resources Administration Employment Eligibility High May 31, 2024 2
Verification
Jul 06,2023 | 7 | 23-1637 |Human Resources Administration Wage Appointments Medium May 31, 2024 2
Jul 06,2023 | 8 | 23-1637 |Human Resources Administration Data Integrity High Jun 30, 2024 2
May 19, 2023| 9 | 23-1650 [Athletics Fixed Asset Management High Jun 30, 2024 2
Feb 28,2023 10 | 23-1651 |College of Engineering Information Technology Medium Jun 30, 2024 2
Oct 20,2023 | 11 | 23-1649 |Virginia Tech Electric Service 'é‘;‘::t';’;?st'on Technology Medium Jun 30, 2024 2
Follow Up Status
1 Management confirmed during follow up discussions with OARC that actions are occurring and the target date has been or will be met. OARC will conduct testing after the due date to confirm that
the Management Action Plan is implemented in accordance with the recommendations.
2 Target date is beyond current calendar quarter. Management has follow-up discussions with the auditor to monitor progress, to assist with actions that may be needed to meet target dates, and to

assess the feasibility of the target date.

For Open Detail Report: “current calendar quarter” is used to refer to the current working quarter instead of the quarter being reported on.

3 Presentation Date: April 8, 2024




ATTACHMENT C

Management Performance and Trends Regarding
Office of Audit, Risk, and Compliance Recommendations

COMPLIANCE, AUDIT, AND RISK COMMITTEE

December 31, 2023

Seven Year Trend of Recommendations Closed - On Schedule
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Audit Plan Status Report
COMPLIANCE, AUDIT, AND RISK COMMITTEE

April 8, 2024
Audit Plan Update

Audits were performed in accordance with the fiscal year 2023-24 annual audit plan at a
level consistent with the resources of the Office of Audit, Risk, and Compliance (OARC).
Since the November board meeting 10 planned projects have been completed including
seven risk-based audits, two policy compliance reviews, and one advisory project. The
advisory engagement was related to the management of electronic signatures.
Additionally, one project regarding Parking Services and their permitting processes has
been added to the audit plan.

Fifteen projects are currently underway, including:

e Eleven risk-based projects: Aerospace and Ocean Engineering, Capital
Campaign Processes and Reporting, Chemistry, Data Analytics: Travel
Compliance Monitoring, Global Education Office/Visiting Scholars, Institute for
Critical Technology and Applied Science, IT: Distributed Software Development
Practices, IT: Inventory and Classification, Parking Services — Permitting
Processes, Real Estate Management, and Student Wellness and Counseling.

e Three policy compliance reviews: College of Agricultural and Life Sciences,
College of Architecture, Arts, and Design, and Vice President for Student Affairs.

e One advisory project: Athletics IT Security & Data Privacy.

Further, two planned engagements, Athletics and HR — Hiring/Onboarding, have been
canceled since the November board meeting due to an anticipated reduction of available
hours as a result of employee turnover.

In fiscal year 2023-24, OARC has completed 39 percent of its audit plan as depicted
below.

FY 2023-24 Completion of Audit Plan

Audits

Total # of Audits Planned 33

Total # of Supplemental Audits 2

Total # of Carry Forwards 4

Total # of Planned Audits Canceled or Deferred 3
Total Audits in Plan as Amended 36

Total Audits Completed 14
Audits - Percentage Complete 39%
Audits - Percentage Complete or Underway 81%

Note: Includes Policy Compliance Reviews and Advisory Services

1 Presentation Date: April 8, 2024



Internal Audit Reports
COMPLIANCE, AUDIT, AND RISK COMMITTEE
April 8, 2024

Background

This report provides a summary of audit ratings issued this period and the full rating
system definitions. The following reviews have been completed during this reporting
period. The Office of Audit, Risk, and Compliance has made a concerted effort to ensure
progress on the annual audit plan.

Consent Agenda Reports Rating
Commonwealth Cyber Initiative Improvements are recommended
Controller’s Office: Fixed Assets Effective

Data Analytics: Sponsored Equipment
Improvements are recommended

Purchases

Facilities Management Improvements are recommended
Reports for Discussion Rating

Gramm-Leach-Bliley Act Compliance Improvements are recommended
Strategic Enrollment Reporting Effective

Summary of Audit Ratings

The Office of Audit, Risk, and Compliance’s rating system has four tiers from which to
assess the controls designed by management to reduce exposures to risk in the area
being audited. The auditor can use professional judgment in constructing the exact
wording of the assessment in order to capture varying degrees of deficiency or
significance.

1 Presentation Date: April 8, 2024
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