Minutes

COMPLIANCE, AUDIT, AND RISK COMMITTEE
The Inn at Virginia Tech, Latham A/B
August 28, 2024
8:00 am

Closed Session

Committee Members Present: Anna James (chair), Dave Calhoun, Starlette Johnson,
Ryan McCarthy, Jim Miller, John Rocovich

Other Board Members Present: Nancy Dye, Bill Holtzman, Don Horsley

Virginia Tech Personnel: Simon Allen, Cyril Clarke, Ron Fricker, Suzanne Griffin,
Rebecca Halsey, Ryan Hamilton, Kay Heidbreder, Sharon Kurek, Kim O’Rourke, Timothy
Sands, Amy Sebring

1. Motion to Begin Closed Session: Committee member Jim Miller moved to begin
closed session at 8:03 am.

2. Update on Fraud, Waste, and Abuse Cases: The Committee received an update
on outstanding fraud, waste, and abuse cases.

3. Discussion with the Vice President for Audit, Risk, and Compliance and Chief
Risk Officer: The Vice President discussed employee performance and evaluation
of performance of departments or schools of public institutions of higher education
where such evaluation involved discussion of the performance of specific
individuals.

4. Motion to End Closed Session: Committee member Ryan McCarthy moved to
end closed session at 8:47 am.



Open Session

Committee Members Present: Anna James (chair), Dave Calhoun, Starlette
Johnson, Ryan McCarthy, Jim Miller, John Rocovich

Other Board Members Present: Nancy Dye, Bill Holtzman, Don Horsley, Janice
Austin (A/P faculty representative), LaTawnya Burleson (staff representative),
Leslie Orellana (undergraduate student representative), William Poland (graduate
and professional student representative),

Virginia Tech Personnel: Simon Allen, Callan Bartel, Eric Brooks, Brock
Burroughs, Cyril Clarke, Al Cooper, Corey Earles, Juan Espinoza, Ron Fricker,
Rachel Gabriele, Clifton Gaines, Martha Glass, Suzanne Gooding, Ellington
Graves, Suzanne Giriffin, Rebecca Halsey, Ryan Hamilton, Kay Heidbreder, Tim
Hodge, Frances Keene, Sharon Kurek, Rob Mann, Nancy Meacham, Mike
Mulhare, Dennis Nolan, Kim O’Rourke, Mark Owczarski, Charlie Phlegar, Sharon
Pitt, Paul Richter, Julie Ross, Timothy Sands, Amy Sebring, Brennan Shepard,
Michael Stowe, Dan Sui, John Talerico, John Tarter, Rob Viers, Will Walton,
Melinda West, Lisa Wilkes

1. Welcome and Acceptance of the Agenda: The chair of the Compliance, Audit,

and Risk Committee provided opening remarks and asked for acceptance of the
open session agenda.

Consent Agenda: The Committee considered for approval and acceptance the
items listed on the Consent Agenda.

a. Minutes from the June 10, 2024 Meeting: The Committee reviewed and
approved the minutes of the June 10, 2024 meeting.

b. Update of Responses to Open Internal Audit Comments: The
Committee reviewed the university’s update of responses to all previously
issued internal audit reports. As of March 31, 2024, the university had 16
open recommendations. Zero audit comments were issued during the
fourth quarter of the fiscal year. As of June 30, 2024, the university had
addressed 13 comments, leaving 3 open recommendations in progress.

c. Audit Plan Status Report: The committee reviewed the Audit Plan Status
Report. The Office of Audit, Risk, and Compliance (OARC) has completed



81 percent of its audit plan, and 100 percent is underway, in accordance
with the fiscal year 2023-24 annual audit plan.

d. Internal Audit Reports: The following internal audit reports were issued
by OARC since the June 10, 2024 meeting. Where applicable,
management developed action plans to effectively address the issues in the
report with a reasonable implementation timeframe. As noted above,
OARC conducts follow-up on management’s implementation of agreed
upon improvements for previously issued audit recommendations.

i. Data: Travel Compliance Monitoring: The audit received an effective
rating. An observation with university-wide impact was noted related
to timely submission of travel reimbursement requests.

ii. Student Wellness and Counseling: The audit received an effective
rating. An observation with university-wide impact was noted related
to user access controls over the student conduct system.

iii.  College of Architecture, Arts, and Design Policy Compliance Review:
The audit received a rating of improvements are recommended.
Recommendations were noted related to the areas of wage payroll,
P-14 appointments, -9 verifications, expenditures, fixed asset
management, university key control, information technology, and
state vehicle management.

iv.  Vice President for Student Affairs Policy Compliance Review: The
audit received a rating of improvements are recommended.
Recommendations were noted related to the areas of wage payroll,
leave reporting, P-14 appointments, expenditures, information
technology, and state vehicle management.

e. Status Update on the Audit of the University’s Financial Statements:
This report provided the current status of the audit of the university’s
financial statements for fiscal year 2023-24.

f. 2024 General Assembly Legislative Update: This report provided an
update on recent legislative changes that impact the Committee’s
responsibility for oversight of compliance and risk.

3. Internal Audit Reports: The following internal audit report was issued by OARC
since the June 10, 2024 meeting. Where applicable, management developed



action plans to effectively address the issues in the report with a reasonable
implementation timeframe. As noted above, OARC conducts follow-up on
management’s implementation of agreed upon improvements for previously
issued audit recommendations.

a. Chemistry: The audit received a rating of improvements are recommended.
Observations were noted related to lab safety culture and key control. A
low-priority recommendation of a less significant nature was noted related
to service center billing.

OARC Annual Report for Fiscal Year 2023-24: The Committee reviewed the
annual report for OARC. This report contained highlights from the past fiscal year’s
activities in the enterprise risk management (ERM), institutional compliance, and
internal audit programs. The Committee accepted this report as presented, which
documents the Committee’s review of the effectiveness of the internal audit
function, including staffing resources, financial budget, training, objectivity, and
reporting relationships as required by the Committee's charter.

OARC Strategic Plan: The Committee reviewed OARC’s proposed strategic
plan, including the mission, vision, strategic goals, and program objectives that will
guide the department forward. OARC'’s goals are aligned to five strategic themes,
including operational excellence, trust and partnerships, strategic value, culture
and integrity, and knowledge and innovation. Each of the three functional
programs (ERM, Compliance, and Internal Audit) have developed major objectives
across “foundational,” “leading practices,” and “emerging” categories, which serve
as a maturity spectrum of program development.

Discussion of Future Topics: The Committee discussed topics to be covered in
future committee meetings. The Committee asked to be briefed on issues with
potential national security impact.


















































































































Annual Report
Fiscal Year 2023-24

Enterprise Risk Landscape and Heat Map

The enterprise risk landscape was updated to be delineated by the university’s tripartite mission and support
environments, and the heat map was reintroduced to provide a visualization of institutional risk with a focus on the
top ten risks.
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Board Discussions on Enterprise Risks

OARC is pleased to see continued engagement with the identified enterprise risks
across the Board of Visitors committees and the executive leadership team. Since the 23 Of 24
formation of the formal ERM program and introduction of the university’s Enterprise
Risk Landscape, 140 presentations and discussions highlighting ERM risk areas took
place across the Board of Visitors’ committees, with 36 occurring in this fiscal year. The discussed with the
24 enterprise risks are depicted in the following graphic with the size corresponding to board

number of discussions.
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Institutional Compliance Program

Virginia Tech is committed to integrity, a culture of compliance, and promoting the highest ethical standards forall
employees. Since 2017, OARC has led the university's Institutional Compliance Program (ICP) in promoting and
supporting a working environment reflecting its commitment to compliance with all relevant legal and regulatory
requirements. The ICP is a resource that supports the Virginia Tech community in proactively meeting its
compliance obligations and managing compliance risks.

’T[lne hallmark of an effective compliance program is its

capacity to improve and evolve.”
-USDOJ Evaluation of Corporate Compliance Programs, March zuzﬂ

In fiscal year 2023-24, ICP activities included:

e (onvened Risk & Compliance Advisory Group

e Increased engagement with campus-wide compliance owners

e Provided assistance on specific needs of high priority compliance areas

e Launched personal data privacy review following process for engagement of third-party expertise

e Assumed role and responsibilities of state agency Regulatory Coordinator for Virginia Tech and achieved
reduction in regulatory requirements per Governor's Executive Order Number 19

e Served on Research & Innovation Council, Policy Advisory Committee, and Title IX Policy & Practice Group

o Delivered outreach and education presentations on compliance topics to various groups including
Research and Innovation Council, College of Veterinary Medicine, Fralin Biomedical Research Institute,
College of Engineering, and College of Natural Resources and Environment

e Highlighted ethics and compliance in VT Daily communications during National Ethics & Compliance Week

e Served as chair of one search committee and as member on two other search committees

e From leadership surveys conducted in Spring 2024 (see charts below), measured the perception of
Virginia Tech's ethical culture and awareness of the Hokie Hotline reporting mechanism, with a goal of
improving results in future years by delivering on ICP work plan

Virginia Tech Promotes a Culture of Compliance & Ethics
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Leadership Awareness of the Hokie Hotline

W Very aware M Somewhat aware M Not aware at all

Fraud, Waste, and Abuse

OARC conducts reviews of all state hotline and internal complaints alleging fraud, waste, and abuse. During fiscal
year 2023-24, OARC:

e Investigated 14 cases, including 12 internal and two state hotline complaints

o Closed nine cases from prior fiscal years and 11 from fiscal year 2023-24

For the 20 cases completed:
e 7ero of three state hotline cases were substantiated
e Eleven of 17 (65%) internally reported cases were substantiated

Since fiscal year 2014-15, approximately 57 percent of internally reported allegations have been substantiated,
and 17 percent of state hotline cases have been substantiated, for a combined weighted average of 42 percent.

OARC maintains a fraud, waste, and abuse hotline service ("Hokie
Hotline") that offers an easy, safe, secure, and anonymous platform
to accept tips and complaints from all sources about potential
fraud, waste, abuse, and noncompliance at the university. Two of
the 12 internally investigated complaints mentioned above were

received via the Hokie Hotline. HOKIEHOTLINE
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Since fiscal year 2014-15, approximately 73 percent of the allegations investigated by OARC have fallen within
five general categories: improper use of university resources; abuse of authority; conflict of interest;
misfeasance and waste; and leave or time abuse.

Historical Case Volume by Fiscal Year

30

Average 42%
substantiation
since FY 2014-15

mm # of Internal Cases

I # of Hotline Cases

—o=1 of Cases Substantiated

==# of Cases with Recs

Three active cases as of
June 30, 2024

2015 2016 2017 2018 2019 2020 2021 2022 2023 2024
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Internal Audit

Internal Audit continued its role as the assurance and advisory arm within the university. Value-added
engagements through traditional audits, a limited number of advisory activities, and providing insight through
formal and informal means were hallmarks throughout the year. As depicted below, fiscal year 2023-24 began
with 33 proposed engagements. A combination of changing risks, including the continued effects of staff vacancies
and parental leave, led to the cancelation or deferment of nine audits. Coupled with three supplemental advisory
reviews and four carry forward engagements, OARC ended the year with 31 planned audits, of which the team
completed 25 as of this report. This results in a 81 percent completion rate for fiscal year 2023-24. Appendix A
shows the status of each audit in the fiscal year 2023-24 audit plan.

Audit Plan Status

Total # of Audits Planned 33
Total # of Supplemental Audits 3
Total # of Carry Forwards 4
Total # of Planned Audits Deferred and/or Canceled 9

Total Audits in Plan as Amended 31
Total Audits Completed ‘ 25

Audits - Percentage Complete 81%

Audits - Percentage Complete or Underway 100%
Note: Includes Policy Compliance Reviews and Advisory Services

Effort
Of the 27,123 hours logged by OARC last year, 67% was charged directly to executing our core mission. The
remaining 33% was spent on office administration, computer support, training, and compensated absences.
0f 18,175 core-mission hours, OARC spent: Cross Progrem Suppo
e 55% on Internal Audit
e 22% on cross-program support (annual risk

assessment, planning, and supervision) '“S“‘”“O”a;f"mp”ancex
0
e 15% of Fraud, Waste, and Abuse

investigations
e 5% onInstitutional Compliance Fraud, Waste, Abuse
o 3%onERM 1o%

ERM
3%

Internal Audit
55%



Annual Report
Fiscal Year 2023-24

Follow Up Activities and Management Corrective Actions

OARC conducts follow-up on management's implementation of agreed upon improvements for previously issued
audit recommendations. Each audit recommendation—and its associated management corrective action—is
given a rating of high, medium, or low priority. This judgment is made in a local
71 context, and items identified as high do not necessarily convey material

deficiencies or risks beyond the operating environment in which they were found.
A primary objective of this classification is to drive a greater sense of urgency in
completing the corrective action and completion of audit follow-up. The
Compliance, Audit, and Risk (CAR) Committee receives the higher priority
recommendations and associated management corrective actions. However,
OARC and management closely monitor all outstanding recommendations to
ensure they are adequately addressed by the responsible parties.

management

corrective
actions were
closed

Of the 61management corrective actions generated during fiscal year 2023-24 engagements, OARC categorized
two (3%) as high priority. High-priority management corrective actions include those that are systemic or have
a broad impact; have contributed to a significant investigation finding; are reportable conditions under
professional literature; create health or safety concerns; involve senior officials; create exposures to fines,
penalties, or refunds; or are otherwise judged as significant controlissues. Open management corrective action
plans at fiscal yearend have been outstanding an average of 277 days. Audits for fiscal year 2023-24 resulted in
recommendations with ratings of high, medium, or low management corrective actions as follows:

Beginning # of management corrective actions o0
Management corrective actions added 61
Management corrective actions closed 71
Current # of open management corrective actions 40

Results of Surveys for Evaluating Internal Audit Services

After the completion of each engagement, the primary contacts within the area under review are
provided a survey requesting their evaluation of the quality of the services provided. Feedback 89%
from the surveys is used to enhance the overall quality of the engagements and to ensure OARC is
meeting its customer service focus. The survey responses are grouped into three categories:

client

Audit Team Demonstrated technical proficiency; approached audit in an satisfaction
objective and professional manner; and effectiveness of
conclusions and opinions.

Audit Performance Discussed preliminary audit objectives, scope, and timing of audit; solicited and
considered management concerns and suggestions in audit; and minimized disruption
of auditee’s daily activities as much as possible.

15
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Audit Report Written clearly; contained adequate explanations for observations; and
recommendations improved or added value to auditee’s departmental operation.

Survey Results by Fiscal Year

w2024 w2023

. 46
4.6
s 4.4
4.7
. 43
4.4

1.0 2.0 3.0 4.0 5.0
Poor Good Excellent
Performance Performance Performance

Overall, customer ratings were favorable. Attaining a cumulative average score of 4.4 on a 5-point scale exceeded
OARC's goal of a 4.0 rating on survey feedback and resulted in 89% client satisfaction.

“The audit team was great and identified some areas that we can improve. [The
team] was very professional throughout and the communication was excellent.”

Quality Assurance and Improvement Program

In accordance with requirements set forth by the Institute of Internal Auditors' International Standards for the
Professional Practice of Internal Auditing, Internal Audit maintains a comprehensive Quality Assurance and
Improvement Program. This program includes ongoing monitoring, periodic self-assessments, and an
independent external assessment that should be conducted at a minimum of every five years. The on-going
monitoring program consists of four elements: the supervisory review of project working papers, quality
assurance reviews of individual audits, the pre-issuance review of reports, and periodic assessments of the
quality control system. An external assessment of OARC was completed by Baker Tilly during fiscal year 2021-
22, when the internal audit function received the highest rating possible of “generally conforms.” A self-
assessment will be conducted during fiscal year 2024-25.

The Institute of Internal Auditors has updated the International Professional Practices Framework to the Global
Internal Audit Standards with an effective date of January 9, 2025. Internal Audit will utilize the planned self-
assessment process in Spring 2025 to ensure on-going compliance with promulgated standards.
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Appendix A: FY 2023-24 Audit Plan Status

The chart below outlines the status of the fiscal year 2023-24 audit plan, as amended.

FY 2023-24 Audit Plan Status

Audit Project Risk Ranking BOV Mtg

Risk-Based Audits
ADA Compliance Medium Ongoing
Agricultural Research and Extension Centers Medium April 2024
Aerospace and Ocean Engineering High Ongoing
Athletics™ High Canceled
Capital Campaign Processes and Reporting High June 2024
Chemistry High August 2024
Commonwealth Cyber Initiative High April 2024
Contraoller's Office - Fixed Assets High April 2024
Data: Leave and Time Reporting (Carryforward from FY23) High November 2023
Data: Sponsored Equipment Purchases Medium April 2024
Data: Travel Compliance Monitoring Medium Ongoing
Environmental Health and Safety High Deferred
Facilities Management High April 2024
Global Education Office/Visiting Scholars High Deferred
Gramm-Leach-Bliley Act Compliance (Carryforward from FY23) Medium April 2024
Human Resources: Hiring/Onboarding* High Canceled
Institute for Critical Technology and Applied Science High June 2024
T: HIPAA Security High Deferred
IT: Policy Compliance Review Approach Medium April 2024
Parking Services — Permitting Processes High June 2024
Real Estate Management Medium Ongoing
School of Plant and Environmental Sciences High Deferred
Sponsored Programs — Pre-Award/Contracts High Ongoing
Strategic Enrollment Reporting High April 2024
Student Wellness and Gounseling High August 2024
University Scholarships and Financial Aid* (Carryforward from FY23) High November 2023
VT Electric Service High November 2023
* Annual Audit on Different Components
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Audit Project Risk Ranking BOV Mtg ‘
Policy Compliance Reviews
College of Agricultural and Life Sciences Ongoing
College of Architecture, Arts, and Design August 2024
College of Veterinary Medicine April 2024
Vice President for Student Affairs August 2024

Additionally, OARC responded to management's request for advisory service and consultative guidance in the
following areas:

Athletics Data Privacy — This review is an ongoing effort to assist Athletics management in the evaluation
and strengthening of their IT environment

Athletics Media Rights - This review was conducted to assist management with contract negotiations
CEUTTSS Review — This project was an agreed upon procedures review of grant program activity within
the Center for European and Transatlantic Studies (CEUTTSS)

High-risk Drug Inventory/Oversight — This review was canceled to be combined with the previous scope
of work in the Environmental Health and Safety engagement

IT: Distributed Software Development Practices — This review was requested by management to provide
insight into distribute software practices and identify potential opportunities to strengthen the control
environment

IT: Electronic Signature Applications — This review identified opportunities to increase governance and
oversight of e-signature applications

IT: Inventory and Classification — This review was a repurposed risk-based engagement to conduct a post-
implementation review of the university's inventory and classification projects

Remote Working Compliance - This review was canceled as the Institutional Compliance program took
the lead on these efforts

Research Accounting Processes — This review was deferred due to the availability of staff hours

18
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Appendix B: 1A Standards Disclosures

EPN The Institute of
A

Internal Auditors
Per Charter:

The internal audit function will conduct its activities in accordance with the Institute of Internal Auditors'
International Professional Practices Framework including the Core Principles for the Professional Practice of Internal Auditing,
Definition of Internal Auditing, Code of Ethics, and International Standards for the Professional Practice of Internal Auditing.

MANDATORY GUIDANCE

Core Principles o Demonstrates integrity.

o Demonstrates competence and due professional care.

¢ Isobjective and free from undue influence (independent).

¢ Aligns with the strategies, objectives, and risks of the organization.

e |sappropriately positioned and adequately resourced.

o Demonstrates quality and continuous improvement.

o Communicates effectively.

» Provides risk-based assurance.

¢ Isinsightful, proactive, and future-focused.

e Promotes organizational improvement.

DEHLIGLIACEIl  Internal auditing is an independent, objective assurance and consulting activity designed to add

Auditing value and improve an organization's operations. It helps an organization accomplish its

objectives by bringing a systematic, disciplined approach to evaluate and improve the

effectiveness of risk management, control, and governance processes.

Cods of Ethics Internal auditors are expected to apply and uphold the following principles:

o Integrity — The integrity of internal auditors establishes trust and thus provides the basis for
reliance on their judgment.

o Objectivity — Internal auditors exhibit the highest level of professional objectivity in
gathering, evaluating, and communicating information about the activity or process being
examined. Internal auditors make a balanced assessment of all the relevant circumstances
and are not unduly influenced by their own interests or by others in forming judgments.

o Confidentiality — Internal auditors respect the value and ownership of information they
receive and do not disclose information without appropriate authority unless there is a legal
or professional obligation to do so.

o Competency — Internal auditors apply the knowledge, skills, and experience needed in the
performance of internal audit services.

International Attribute Standards (1000 through 1300)
Standards for the 1000 Purpose, Authority, and Responsibility
Professional 1100 Independence and Objectivity
Practice of Internal 1200 Proficiency and Due Professional Care
Auditing 1300 Quality Assurance and Improvement Program
Performance Standards (2000 through 2600)
2000 Managing the Internal Audit Activity
2100 Nature of Work
2200 Engagement Planning
2300 Performing the Engagement
2400 Communicating Results
2500 Monitoring Progress
2600 Communicating the Acceptance of Risks
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\/728T5A MISSION & VISION STATEMENTS

To enhance value through
providing strategic insight, enabling
informed decisions, and promoting
integrity and compliance

To earn the trust and
partnership of the VT community as
we jointly navigate the complex
landscape




\/728T5A STATE OF CONTROL ENVIRONMENT

—

OARC did not identify any areas where management

decided to accept a level of risk that we believed to Overall, management:
be unacceptable. o Accepts their responsibility for internal
4‘ control and is supportive of audit efforts

e (Generally accepts audit recommendations
and responds by developing action plans to

L . address concerns
No deficiencies representing significant control

weaknesses were identified; however, a number of
other areas requiring improvement were noted.

e Did not limit the work performed and
independence/objectivity was not impaired
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Enterprise Risk Management

Updated risk
conversations
and visuals

Implemented new Risk & Compliance Governance
Framework

Reimagined risk assessment discussion, elevating
Cross-unit risks

Refreshed risk landscape content and format to
better connect risks to university strategy and
priorities

Continued to
develop
partnerships

89%

across
campus and
state

client
satisfaction

FY 2023-24 HIGHLIGHTS

Institutional Compliance Program:

Convened Risk & Compliance Advisory Group
Increased engagement with campus-wide
compliance owners

Provided assistance on specific needs of high
priority compliance areas

Internal Audit:

81% of audit plan completed (25 engagements)
14 fraud, waste, or abuse cases initiated

L4 out of 5 (89%) on client satisfaction surveys
/1 management action plans closed
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OFFICE OF AUDIT, RISK,
AND COMPLIANCE

VIRGINIA TECH

Board of Visitors
Compliance, Audit, and Risk
Committee

President
Timothy D. Sands

Executive Vice President and
Chief Operating Officer
Amy S. Sebring

|

Vice President for Audit, Risk, and
Compliance and Chief Risk Officer

Sharon M. Kurek

MBA, CPA, CCEP, CFE

STAFFING

Certification and Advanced Degrees

Certified Public Accountants (CPA)

3 | Certified Internal Auditor (CIA)

Rebecca T. Halsey
MA

Project and Operations Manager

Certified Fraud Examiners (CFE)

Juris Doctor (JD)

2 | Certified Compliance and Ethics Professional (CCEP)

2 | Master of Science or Arts (Business Analytics, Political Science)

Internal Audit

Chief Audit Executive
Justin T. Noble
MBA, CIA

Assistant Director
Ryan S. Hamilton
MPL, CIA, CFE

[

Compliance

Chief Compliance Officer
Suzanne R. Griffin
J.D., CCEP

Master of Business Administration (MBA)

2 | Master of Public Administration (MPA)

Master of Architecture (MArch)

1 | Master of Policy Leadership (MPL)

Principal Data Analytics Auditor Data Analytics Auditor
Thomas J. Demmer Ester Talamazzi
CPA MSBA

Special Projects and
Investigations

Senior Auditor
Samantha Becerra Reed
MBA, CFE

Staff Auditor Il
Carling N. Repass
MPA, CIA

Staff IT Auditor |
RJ Nagel

Staff Auditor |
Brian S. Collins

Staff Auditor |
Isaiah Nins
MPA

Senior Fraud, Waste, and
Abuse Audit Specialist
James E. Gregory, CPA, CFE

IT Auditor Manager
Vacant

Staff IT Auditor Il
Vacant

Graduate and Undergraduate
Audit Assistants

144

years of

professional
audit, risk, and

compliance

experience

>68

years of
Virginia Tech
experience
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RESOURCING

Analysis of Expenditures

Category FY 202324 FY 2022-23
Salaries and Benefits 82,244,862 82,052,667
Furniture § Equipment - o 55918
External Audit Services 0 182,614
Consulting Servioes | 82665 0
OperatingExpenses BB GBS
Personnel Expenses & Recruitment 22,089 1769 |
‘Software P g7 80282
Training 35,244 68,533

$2,513,555

$2,506,734
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External
Environment

Geo- & Socio-
Political Environment

Legal & Regulatory

Federal & State Funds

Higher Education
Value Proposition

Likelihood

Velocity o
Long

ENTERPRISE RISK MANAGEMENT

Leadership and Governance
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Management Global Engagement

Research Compliance

Student Success Research Security Advancement
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Resource
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Management
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Employee Recruitment
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Security

Student Wellness &
Experience

Inclusion & Diversity

Capacity & Capability
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Graph Legend
Number Risk

Moderate Uncertain

Employee Recruitment & Retention
Resource Diversification & Management
Technology & Security

Access & Affordability

Geo & Socio-Political Environment
Enroliment Management

Athletics

Health, Safety & Security
Research: Competitive Growth
Student Wellness & Experience
Student Success

Legal & Regulatory

Research Compliance

Research Security

Inclusion & Diversity

Facilities

Capacity & Capability

Global Engagement

Federal & State Funds
Advancement

Partners

Integrity & Conflicts of Interest
Higher Education Value Proposition

ERM-related activities include:

Implemented the new

Reimagined the
,focusing on cross-unit risks

Refreshed the risk landscape to align with
university’s

Engaged
ERM topics

Reintroduced a heat map as a visualization
of institutional risks with a focus on the




\/728T5A INSTITUTIONAL COMPLIANCE PROGRAM

Leadership Survey: Perception of Virginia Tech's ethical culture and

Other highlights include:
«  Launched personal data privacy review

awareness of the Hokie Hotline reporting mechanism

o Virginia Tech Promotes a Culture of Compliance & Ethics
- Assumed role and responsibilities of state agency

Regulatory Coordinator

36

- Served on Research & Innovation Council, Policy N 15
Advisory Committee, and Title IX Policy & Practice 1 5 .
rou . . . :
g
G p Strongly agree Agree Neither agree or disagree  Disagree Strongly disagree
- Delivered outreach and education presentations on Leadership Awareness of the Hokie Hotline

compliance topics to various groups

- Highlighted ethics and compliance in VT Daily
communications during National Ethics &
Compliance Week

W \Very aware mSomewhat aware m Notaware at all 8



V7 RS A FRAUD, WASTE, AND ABUSE

Average 42%
substantiation
since FY 2014-15

mm # of Internal Cases

i # of Hotline Cases

—e—1 of Cases Substantiated

HOKIEHOTLINE VR \ BE——

Three active cases as of
June 30, 2024
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\/728T5A FY 2023-24 AuDIT PLAN METRICS

Audit Plan Status Distribution of Direct Hours

Total # of Audits Planned 33 Cross Program Support

) 22%
Total # of Supplemental Audits 3
Total # of Carry Forwards A
Total # of Planned Audits Deferred and/or Canceled 9

Total Audits in Plan as Amended 31 '”S“t““°”a;0/o"mp“a”ce\
0

Total Audits Completed 25

Audits - Percentage Complete 81% int L Audit
nternal Audi
Audits — Percentage Complete or Underway 100% Fraud, V\;a;;e, Abuse 550
Note: Includes Policy Compliance Reviews and Advisory Services 0
Client Satisfaction Survey Results
=2024 ®2023 ERM
3%
46
Management Corrective Action Summary
'” Beginning # of management corrective actions 50
e _.3 Management corrective actions added 61
“ Management corrective actions closed 71
e e e v et Current # of open management corrective actions 40 10
Poor Good xcellent
Performance Performance Performance




VZ? VIRGINIA
TECH

& The Institute of
A

Internal Auditors

International Professional
Practices Framework

WA 04, -
Core Principles

Code
of Ethics

Standards

IPPF

Implementation Guidance

Supplemental
Guidance

[IA REQUIREMENTS

The chief audit executive's reporting and communication to senior
management and the board must include information about:

The audit charter, including internal audit activity’s purpose,
authority, and responsibility

Independence of the internal audit activity
The audit plan and progress against the plan
Resource requirements

Results of audit activities

Conformance with the Code of Ethics and the Standards, and
action plans to address any significant conformance issues
(Quality Assurance & Improvement Program)

Management's response to risk that, in the chief audit executive's
judgment, may be unacceptable to the organization I



























Internal Audit: Strategy

Foundational

Agile & Talent

Responsive

Professional
Standards

Development

Leading Practices

Risk-based
Data
Dashboarding

Technology
Integration

&

ERP
Deployment

Artificial
Intelligence

@@

Major Objectives:

» Establish, train, and deploy agile auditing techniques

» Establish individualized career pathing methodologies

» Determine training needs to meet identified career paths

» Update operating policies, manuals, and processes updated to
reflect new professional standards

» Prepare for an internal self-assessmentin late FY 2025

Major Objectives:

>
>

>

Complete the integration of the cross-program technology solution
Deploy technology solution to campus stakeholders for improved
follow-up processes

Utilize templating processes for consistent and agile auditing
approaches

Create risk-based dashboarding for snapshot risk assessments in
departmental audits and research compliance

Ensure robust participation is established in future ERP system
development/deployment

Major Objectives:

» Explore and pilot
opportunities to deploy
continuous assurance Al
methodologies
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