








































































































































































































I_ n
Overview

r OARC conducts:
The annual risk - Risk-based Assurance Engagements
assessment process .« Policy Compliance Reviews

mfo_rms and guides the - Management Advisory Services
audit plan development. o
- Investigations



-

Risk
Assessment
Process

Designed as an ongoing and
iterative process, the annual risk
assessment takes into account
many factors.

OARC Planning

Risk Assessment IT Risk
Assessment

Institutional i
Compliance Program ERM Risk

Landscape



Core
Audit Plan

The annual audit plan includes
several critical areas to ensure a
consistent focus on certain core
university functions

Academic Units

Auxiliary Enterprises and Athletics
Campus Safety and Security
Enrollment Services

Facilities and Operations
Financial Management

Human Resources

Information Technology
Off-Campus Locations

Research

Student Services



rRisk-based Audit Projects

The audit plan focuses on strategic, operational, financial, compliance, and IT risk areas. The audit plan
will be reconfigured as needed when new topics requiring more immediate attention emerge.

= Athletics
= Bursar

- Data Analytics: Subscription Services
= Electrical and Computer Engineering
- Environmental Health & Safety

= Human Resources: Benefits

= Immigration Services

= |T: Cloud Services
= |T: Network Infrastructure and Services

= |T: Security Operations Center

= National Security Institute

= Programs for Minors

= Recreational Sports

- Research: Cost Sharing

= School of Plant and Environmental Sciences
= Subrecipient Monitoring

= Undergraduate Admissions

= University Building Official

- VT India



Policy Compliance Reviews

These surveys review major aspects of a senior management area’s administrative processes using

internal control questionnaires and limited testing to provide broad coverage regarding compliance with
certain policies.

= Agricultural Research and Extension Centers (limited)
College of Liberal Arts and Human Sciences

College of Natural Resources and Environment

Vice President and Dean for Graduate Education
Vice President for Information Technology



rManagement Advisory Services

The nature and scope of management advisory service activities, developed through agreement with the
client, add value and improve the university’s governance, risk management, and control processes
without the internal auditor assuming management responsibility.

= Central Funds

= Cybersecurity Maturity Model Certification (CMMC) Readiness
= Corps of Cadets Armory

- Data Analytics: Research Compliance Dashboard

- Research Accounting Processes — HERD (ongoing)

= Research: Post-Award Processes



.
Audit Resources

Resource Allocations

- 12 FTEs — professional audit - 55% - completion of audit projects and follow up
staff - 11% - accommodate management requests
- 1 part-time student - 7% - conduct investigations

- 12% - professional development and administration
- 15% - compensated absences (annual, sick, holiday)
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External
Environment

Legal & Regulatory

~

Enterprise Risk Landscape

Academic

June 2024

Leadership and Governance

Research Outreach

Enrollment
Management

Resource
Diversification &
Management

Research Compliance Global Engagement

People &
Culture

Employee Recruitment
& Retention

Health, Safety &
Security

Student Wellness &
Experience

Enabling Infrastructure

Technology & Security Facilities

Maroon border =Top 10 Risk
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Office of Audit, Risk, and Compliance
Fiscal Year 2024-25 Institutional Compliance Program Plan
June 10, 2024



OVERVIEW

Virginia Tech is committed to integrity, a culture of compliance, and the promotion of the highest ethical
standards for all employees. President Sands, with the support of the Compliance, Audit, and Risk Committee of
the Board of Visitors, formed the Institutional Compliance Program (ICP) in 2017 to promote and support a
working environment which reflects this commitment. The ICP was directed to act as a resource for Virginia
Tech's efforts regarding compliance, to help the institution proactively meet its compliance obligations, and to
manage compliance risks.

The charge of the compliance function within the Office of Audit, Risk, and Compliance is to be a resource and
serve as a catalyst for the achievement of university best practices in compliance-related subject matter areas.
Pursuant to the current Charter for the Office of Audit, Risk, and Compliance, institutional compliance is to
provide services including, but not limited to:

e Providing oversight of the institutional compliance program and the distributed processes that support
compliance across the university by working with subject matter experts and compliance risk owners.

e Conducting periodic risk assessments to identify potential areas of compliance vulnerability and risk,
and ensuring management ownership for monitoring and managing compliance risks.

e Advising institutional compliance risk owners and decentralized compliance risk management
leadership.

The structuring of formalized, enterprise-wide compliance programs followed from the U.S. Federal Sentencing
Guidelines for Organizations Chapter 8B2.1 and subsequent guidance issued by the U.S. Department of Justice
(USDQJ). The USDOJ continues, through written guidance and public remarks, to clarify factors representative
of an effective compliance program. In other words, an effective compliance program needs to include measures
designed to prevent, detect, and correct instances of noncompliance.

RISK ASSESSMENT PROCESS

Enterprise Risk Assessment

The university instituted an Enterprise Risk Management (ERM) initiative during fiscal year 2017-18 to provide
enhanced visibility into the university's risks and to align strategic planning with the resulting risk awareness.
OARC facilitates the ERM program by working with university leadership to establish and maintain the framework
for collectively identifying and assessing risks across the enterprise. The ERM program intends to strengthen
the university's ability to achieve its mission and strategic objectives by:

o Obtaining a holistic view of the most critical risks to the achievement of Virginia Tech’s mission and
objectives;
o Creating a risk-aware culture, including the management of risks to an appropriate level;
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e Improving focus and perspective on both internal and external risks and opportunities, including
emerging risks and value drivers;

e Enhancing decision making and alignment with strategic goals; and

e Improving efficiency and optimizing allocation of resources through risk prioritization.

University leadership provided feedback to the ERM process by identifying risks and assessing the risks in terms
of likelihood of occurrence, significance of impact, and velocity of onset, all grouped by the categories depicted
below:

\ ERM RISK CATEGORIES ALTITUDES OF RISK
Strategic Systemic and Existential
Financial Institutional
Compliance Unit-Level
Operational
Reputational

In connecting the ERM landscape to compliance, compliance risks encompass possible violations of laws,
regulations, contract terms, professional standards, and policies, due to acts or failures to act of employees
which are attributed to the university. Consequences of noncompliance can include financial, reputational, legal,
damage or harm, loss of competitive advantage, and lost opportunity.

Areas of current priority compliance risks based on the ERM and compliance landscape (not ranked):

e Accounting & Tax e Environmental, Health, & Occupational Safety
e Athletics e Equity & Accessibility

e Campus Safety e Human Resources (Employment, Benefits)

e Conflicts of Interest/Conflicts of Commitment e [T Security

e (Contracts & Procurement e Privacy

e Enrollment Management (Admissions, Financial Aid, Registrar) ~ ® Research

OARC Institutional Compliance Program Planning

Institutional compliance describes a programmatic approach to an organization's activities that help ensure
significant compliance risks are identified, addressed, and managed effectively. The compliance work plan for
fiscal year 2024-25 correlates programmatic activities with the elements of an effective compliance program.
In planning programmatic activities by element, the areas of priority for the ICP are visible as well as flexible
should additions or adjustments be necessary.
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8 ELEMENTS OF AN
EFFECTIVE COMPLIANCE PROGRAM

High-level personnel

Written policies and Training and Education

Lines of Communication

exercising oversight

Well publicized

disciplinary guidelines

procedures

Internal compliance
monitoring & auditing

Perform periodic
compliance risk
assessments

Response to detected
offenses

Department of Justice Federal Sentencing Guidelines for Organizations (1992; amendments in 2004 and 2010)

ELEMENTS OF

EFFECTIVE
COMPLIANCE PLAN

DOJ GUIDANCE

ANNUAL INSTITUTIONAL COMPLIANCE
PROGRAM WORK PLAN

Propose annual institutional compliance program work plan to Vice
President and Chief Risk Officer and Compliance, Audit, and Risk

Coordinate with Vice President and Chief Risk Officer on joint risk
and compliance status meetings on a regular basis with designated

High-level personnel The organization s
exercising oversight governing authority
shall be Committee of the Board of Visitors
o Board oversight knowledgeable, and
o Executive support | /igh-level personnel
e Dedicated Shall be responsible,
compliance officer | /or the compliance executive leaders
and ethics program.

Coordinate regular meetings and content for high priority
compliance owners and distributed compliance owners

Present annual report of the ICP to Compliance, Audit, and Risk
Committee of the Board of Visitors
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ELEMENTS OF

EFFECTIVE
COMPLIANCE PLAN

DOJ GUIDANCE

ANNUAL INSTITUTIONAL COMPLIANCE
PROGRAM WORK PLAN

Written policies and The organization Actively participate on the Policy Advisory Committee to support
procedures shall establish the consideration of ethics and compliance perspectives in the
stanaaras and discussion and to allow for proactive support of policy
e Policiesand proceaures to operationalization
procedures prevent and detect
e Standards of eriminal conauet.
Conduct Support compliance partners and activities in priority areas such as
e Awareness and laboratory animal research, environmental, health & safety,
availability research security, and Title IX; lead evaluation of university-wide
approach to personal data privacy and development of privacy
program focused on protecting personal information and the rights
of individuals
Training and education | 7/ organization Review and expand ethics and compliance content on OARC website
shall take
e Communicate reasonable steps to
standards and conduct effective Develop and deliver ethics and compliance education through
expectations training programs various means and mediums centered around Virginia Tech values
e Training and aisseminate
e Education information.
resources Design Ethics and Compliance Week (November 2024) campaign
components
Lines of The organization
communication shall take Continue to raise awareness of Hokie Hotline as a resource for
reasonable steps to | reporting fraud, waste, abuse, or compliance concerns
e Accessible ensure compliance
e Anonymous and ethics program
reporting 18 followed, evaluate
e Engagementand the effectiveness,
dialogue allow for reporting | Promote availability of OARC for discussion of ethics, integrity, and
anonymously or compliance related questions and concerns
confidentially.
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ELEMENTS OF

ANNUAL INSTITUTIONAL COMPLIANCE

EFFECTIVE DOJ GUIDANCE
COMPLIANGE PLAN PROGRAM WORK PLAN
Well publicized The organization's
disciplinary guidelines | compliance and Promote accountability and consistent discipline
ethies program shall
e (perational be promoted and
accountability enforced
e Consistency in consistently through
consequences apprapriate
» Motivate incentives and Identify and share examples of ethical outcomes/behaviors
compliance disejplinary
measures.
Internal compliance The organization Engage in regular discussions with high priority compliance risk
monitoring shall use reasonable | partners, including to review and evaluate priority elements for
efforts to exercise | effective compliance in the distributed compliance area
e Review risk areas aue diligence.
e Monitor processes Pravide consultation and support to compliance partners in areas
and remedies with significant legislative or regulatory changes impacting
o Followupon compliance activities
identified
weaknesses Support policy compliance review activities including consultation
and support for policy compliance review findings and corrective
actions
Response to detected | 7/4e organization Serve as a resource for operational areas subject to regulatory
offenses shall take inspections including with respect to findings and responses
reasonable steps to
o Timely respond
investigations appropriately to
o Timely responseto | criminal conduct and | Engage and consult on best practices for interfacing with
regulators to prevent simitar regulators
e Appropriate conauet,
remediation steps
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ELEMENTS OF

ANNUAL INSTITUTIONAL COMPLIANCE

EFFECTIVE DOJ GUIDANCE
COMPLIANGE PLAN PROGRAM WORK PLAN

Perform periodic The organization Conduct annual leadership compliance survey and evaluate

compliance risk shall periodically responses against 2023 baseline

485038 Mmants assess the risk of | Review results of 2024 Climate Survey conducted by Human

. criminal ‘7””‘7,”01‘ and' | Resources for data that intersects with compliance and integrity
e Continuous lake appropriate culture elements for insights and information including baseline and
improvement steps to design, progression
implement, or modity
requirements to Engage with high priority compliance area partners to pilot self
reauce risk assessment tool documenting compliance program effectiveness
Special Projects

Serve as a resource available to support compliance partners and campus leaders to consult and partner on
specific projects, training, and/or evaluations.

INSTITUTIONAL COMPLIANCE PROGRAM RESOURCES

At Virginia Tech, the foundational elements of an effective compliance program are in place and the current
efforts are focused on highlighting and advancing a culture of ethics and compliance, strengthening and
documenting actions tied to the seven elements in high priority compliance risk areas, and working toward
programmatic efficiency.

Currently staffed with one position, the Chief Compliance Officer, the fiscal year 2024-25 institutional
compliance program work plan is tailored to the resources available. Outside expertise has been engaged for
evaluation of the university personal data privacy review and program development which will also inform a
future approach to the university's privacy compliance obligations. Should additional areas of responsibility be
assigned to the Compliance function, additional resources and/or expertise may be needed to properly carry out
such responsibilities.
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Proposed
Institutional Compliance Program Plan

FISCAL YEAR 2024-25



INSTITUTIONAL COMPLIANCE

A programmatic approach to an organization's activities that help ensure significant
compliance risks are identified, addressed, and managed effectively.

PREVENT DETECT CORRECT




RISK ASSESSMENT

Areas of current priority compliance risks based on the ERM and compliance

landscape (not ranked):

e Accounting & Tax

o Athletics

e (ampus Safety

e Conflicts of Interest/Conflicts of Commitment

e (ontracts & Procurement

e Enrollment Management (Admissions, Financial Aid, Registrar)

VIRGINIA
TECH

Environmental, Health, & Occupational Safety
Equity & Accessibility

Human Resources (Employment, Benefits)

IT Security

Privacy

Research



8 ELEMENTS OF AN
EFFECTIVE COMPLIANCE PROGRAM

High-level personnel
exercising oversight

Well publicized
disciplinary guidelines

Written policies and
procedures

Internal compliance
monitoring & auditing

Training and Education

Response to detected
offenses

Department of Justice Federal Sentencing Guidelines for Organizations (1992; amendments in 2004 and 2010)

VIRGINIA
TECH

Lines of Communication

Perform periodic
compliance risk
assessments




PREVENT

DETECT

CORRECT

Written Policies and Procedures

Training and Education

Lines of Communication

Well Publicized Disciplinary Guidelines

High-level Personnel Exercising
Oversight

Internal Compliance Monitoring &
Auditing

Response to Detected Offenses

Perform Periodic Compliance Risk
Assessments

VIRGINIA
TECH



FY 2024-25 INSTITUTIONAL COMPLIANCE PROGRAM PLAN

« Evaluate and advance university-wide personal

PREVENT .
data privacy program

« Partner on policy compliance reviews and support
DETECT outcomes

« Develop and pilot a practical framework for
CORRECT compliance partners to track activities designed to
Prevent, Detect, and Correct

VIRGINIA
TECH.
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